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(54) BAND SECURING TYPE VPN CONSTRUCTING METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To secure VPN(virtual private network) 
by the unit of a host or a sub-net. 

SOLUTION: An IP tunnel 101 is constituted between routers 300A 
and 300B connected to internet 100 and a network resource 
reserving type protocol is started on this IP tunnel 101 to reserve 
the transmitting band width of the IP tunnel 101 to secure the band 
of VPN by the unit of the host to the sub-net. In addition, as the 
traffic control of routers 300A, 300 and 300B on the IP tunnel 101, 
the sending frequency of a packet which an inputting processor and 
an outputting processor within each router process is assigned by 
the ratio of a transmission band width reserved to the IP tunnel to 
simplify the algorithm of traffic control. In addition, each router 
300A, 300 and 300B on the IP tunnel is provided with a reserving 
schedule function to manage the using time of band securing type 
VPN to secure a band at a designation date. 
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[1111] VPN0^^^^Xht^Hlty^7 
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P h>tOH 0 1 lt:llif^iynh3 

jvzmmzi+xffi i p h>^;n o 1 ©eaiflftess:^ 
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J&«jailf5/^y h<D^tt*Hg£, I P hV^JHC^ft 

trmWOT)U 'J XA^^iitf 3g(C, I P h>* 
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200C 



300C 




100 -f >*-**y h 
2Q0B 



300B 

J 



LAN-B 




s 



101 



( 

1 

iph>^j^ip)tu ceo i p h >^;u±fcamas : F' 

fa g :/ □ h 3 £ fifb £ i* £ £ £ K «fc 0 R I P h>^;U 

V P N^^^^c 
[!S3ft£ 2 ] I P h >*;U_hOJU-^ <D h7t^^» 

ir yit*fffllt?> >y h<Di£tB^g£, * I P h 
[ 0 0 0 1 ] 

[fgs^coJIT6&ffi7*I?] *&m\*<1 >9-*y b (In 
ternet) ±tCVPN (Virtual Private Network^ — J* 

[ 0 0 0 2 ] 

±T i SfegWft£ r JU-:7 r £*iritb, jat?. ^<o^;u-^ra 
[ 0 0 0 3 ] -f M^ott*«tctt, 'F 

[ 0 0 0 4 ] ^^"C. ifi^. End-End (X>F-X> 

h±JC<SfflWtC*ffl«€:«l*b, LAN (Local Area N 
etwork^B&IH^^) pa»l|ft<Z)*#[5|» £ b TflJfflT S V 

[ 0 0 0 5 ] ^^^tCti, ^*(DVPNT1t X>h*- 
x> Hi?©f-^fl)*%. JX-+J-*ggSE&tf 7^-feXffcl 

[ 0 0 0 6 ] CCD <fc 5 V P N ^^^lil^lt 3 31 

SUB (*y h 9 — 5? U V — X) €:#EEbT^&l>. 

[0007] oso, se&cov p N(4*3fco#ffliat« 
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[ 0 0 0 8 ] — 7j. QoS (Quality of Servi ceOBSIB^ 

Slyfc»SIffia^nH3^-C**RSVP (Resour 
ce Reservation Protocol CDfl&fB) ^ll^Tt^, 

[ 0 0 0 9 ] I^^f:H E 7 £^*t «fc? 
^ 7 H0 0 C^^^n^^^fOLAN 2 0 0 At 2 0 
OBW^XK (SB*) 2 0 Mr/tC, LAN2 0 

0Ai:2 0 0Bra©;U— ^3 0 0A, 3 0 0 S^300 
10 BiTC, 7^'jy-'>a>»fiT?RSVP£1t#-h 
2-£TH<£>„ 0 7*, SB-^-R teR S V P — b £^ 

To 

[0 0 10] ^bt, m* <D7 -f U — zs b > ^ fC R S 

-djo x>f-x>kt, rsvpi:j;o 
[ooii] mmz, ms iz^-t&oiz. ;u— ^300 

A, 3 0 0 3 0 0 B fc* # tc 7 :/ 'J — ->a 
20 R S V P h ^-frfci: Itfe, M^(D;U— 3? 3 0 

0 At 3 0 0 B^^^nt b£?fc#K RSVP±c£> 
$r— ->3> 2 0 2 tt5R^<0 L AN 2 0 0 A, 20 
0 B ^tet£^£ tl&t^. 

[0 0 1 2] $T. ^^(^VPNfCRSVP 
ttltfVPNCD*«S««T$5 ( t7l:t)SA5^, * 
fi&Ktt. T IB (1) , (2) <DP3Sa**S. 

(1) R S V P \Z J; 0 x > F -x> H"C«l«iS 
(fcl £5t#t*S<DT\ V P NK«siffibfcK*aF 

30 

(2) i^wvpNiiiffl^soi^^e^^tryu^ 

y h <tli, I P7 

Tr^O, |E17^gl84 J T^A^LAN200A, 200 
B£Sffl5Mbbfc*s/ h7-^T^^ 0 
[0013] 

t^e^, bmi£m^\z-v7*v bm^-vk^^m 

[0014] 

*y h fc^^^na;w-^r B i(c i p b >^)v^m^^ z. 
<d i p by^fr^zffinwk^mm^u bu^^mw^^^t 

so :ts«atts. 
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[0015] sfc, *5£w<D&mm&mv p N&mjj&i 

te, ±.&{zm*.T. I P b >^)1±<D)V — ? CO b 7 t y 
^□-feyy-^ffiST-S^^ry bCD2ltB3i^£, & I P b 

[0 0 16] ^IC, #5£lpJ©<lil<D*£«ii«S! V P.N^^ 
^ffitt, ±ffitJn^LT, 1 P b >*)1±<D&)\,-? 

[0017] 

(f£W<Dl£W) ^9 (a) (b) til 0 fc#JSi 

[0 0 18] 1219 (a) -f>^"^7h 
10 0 nSJU — ^ 3 0 0 At 3 0 0 Bf B 1f:lP 

^ 7 h^PhDJl/ (Internet Protocol) <OB£IB^^'e& 

^ 3 0 0 A<h 3 0 0 B (IPh>^jH0 1©Mt8 
(O I P T b UX^7^fSi££n7c I P ^ £ 7C © A 

3 0 0 Btii^C, ttiHJSnfc I P ^y^^^to 
[0019] fot, f^^©;U-^ 300A£300B 
^n^St5*yh7-^ (1119-CttLAN) 2 0 
OA, 2 0 0 Bf B 1Oh7h:7^^itI PH>^^1 0 
1 CItCiiaD, IPh>^JH01^LAN20 
OASl/ZOOBtCt^TWVPNi/^. 30 

[0020] c<z>cfc-pfc i p h :<*;u i o i ±<b#;|/ — 

^ 3 0 0 A, 3 0 0 Rc73 0 0 Bl:RSVP (jH^ai^ 
|^yDh3Jl/) *t#-h^t, I P h>^M 0 1 
JiCRSVP^^IJ]^^^. £G>*§^ RSVPfCi;£ 

*?«56ff i p b >*;n o i in ■sjiz—^HCTfT 

£7c#>, jR*<JDLAN 2 0 0 A, 2 0 0 BiOT^'J^ 
— y 3 > 2 0 2 IS I P h >*;U©J6jft£T/J :/-fe 
n, iH^3 OOA-3 0 OBf 0 1-eRSVPM^7^U 
v 3 >CD^- * tbTIPh>^JH01 ± fC*S& 

:ct, m 9 ( b) tc^-f «t 5 ic, i p b >*;n 
0 1 EHttR S V P©*&««tfcElffl (*0»J-cti;u-^ 3 
00A- 3 0 0 BK) 10 2SttriSli:*ntf^^. 

'J ir-->3 >#{4~T?^^< , #LAN 2 0 0 At200 
B±<D&*X b*^SclW4ity^-y b¥&"CfffenS. 
JEi~, h 2 0 1 HR S VP htS^R* 4 

ft < ft 6 o 

[ 0 0 2 1 ] £7c, fcm&&$g<D=?m$:MV&-tZ>^te> 50 
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i p b>*;ui o i<o — i^co;u— $ z o oa (Sfcti 3 

00B) ^ <E>te©;U— ^ 3 0 0 3 0 0 B (SitzUS 
00R^ 3 0 0 A) # L T , RSVPyPh^JU:^ 

[ 0 0 2 2 ] R S V P^n bn;U±-ceiS 

[ 0 0 2 3 ] £k±<D&?\z. IPb>^;H0 1<hffl* 
I^S^Dh^Jl^ (RSVP) £*&*^fe-&£ £ £IC 

ft £ 7c lilt b¥{£<0^^&7^pJt£ft V PN^i 

[ 0 0 2 4 ] R S V P ttiHIRiK^^ia-^SiS: 

£fT? y P b 3 JUT&S7M, il/ — ^-$>*;* hfc&tfSQo 

(Weighted Fair Queueing) m\Z* 7 7 *r — is b XD 
b ^ t ^»tttjCDTfll5fea[*ft^L^«^5iM#tt 

[0025] i p h >*;u 1 o m\zmwM 

<, m i o tc^-r^ ofrmi&tirt'rv v^t-vo. — u > 

00A, 3 0 0, 3 0 0 B (^9^0X73 ynir s/U-Rtftti 
■'^ynt7^l:«toTiai5n5/^y bft*^ #IP 
b>^;H 0 1 tC^Js?jbfce5il*«*S(Z)tfcTf!l0 
ttOT^i'JXA^ffl^SCi^JzD. I P b >*Jl/ 
101±O^il/-^ 3 0 0 A, 300, 3 0 0 B(Dh7 

[0 0 2 6] BlOOl^H /^7h^^v^-74 
Olt, # H»6#nOaS©RSVPffl ( I P b 
JUffl) A777 4 0 2<h, ^RSVP|/t'v 77 4 0 3 
fV^^ry bX^v^-'J >^^ff 5. fiP "6. BStS 

uft. cm p b >*;u) <z>#fc:i£#£ns<o-e\ ju-* 

7 7 4 0 2 i, *RSVPffl/t777 4 0 3 C»lt5. 
I P b >*JUftTteT :/ U ->3>$:^^fS^I^ 
ft U 7c 66 , §RSVPffl/\'7 77 4 0 2 tCS*J^-T 5 /S^ 
u/ bttRI U b 7 t *v 14 il^tS. -t 

IT, ^RSVPfflA'7 77 4 0 2 ^A'7 77-t7-f 
C//t7-7hX^rya-7 4 0 1 C J;5^R S V Pi A7 
4 0 2 ^^(7D/^y*y b^tli^^^> * I P b > * 
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[0 0 27] , *RSVPfflA77 7 4 0 3*6© 

A'iru/ hjifflH. RSVPfflA'7 77 4 0 2l:/^7h 

[ 0 0 2 8 ] 55 iC, **R S V P Sffl^fcffljRaacO^*?! 

bri>b, I Ph>^JH 0 UO#JH^30 
OA, 3 0 0, 3 0 0 B 

0, ^IWRSVP^SiL/, Bf^ft^bTfcii^^ 

[0029] (mmm) 0i-i6^#itr t 

2 $iJ^CD^J&#J£^b, IS 3 liEl 2 <Z)«fi£l;:i5tt* b ^ 

/i^7 h^j.-oyoia^i'cfe^o ei 5 <tei 6 ti;w 

— ^IC&tf^ V P N^^^^rS^ j.— JKZ>*&31#JI1 ( *t © 
1 , 2 ) £ST. 

[ 0 0 3 0 ] li 1 COT-y h7-^ ; &TJ^«. "T > ^ — 
^7M00i:3i(OLAN 2 0 0 A < 2 0 0 B, 20 
0C^RSVP*1J-#-KbfcJU-^300A, 300 
B, 3 0 0 C£iMT8«$nt^5. — h 

1 0 0 CDJU — ? 3 0 0feRSVP5:1t#-MTU^. 
tLX, & 2fflB©;U— * 3 0 0 At 3 0 0 BRA, 3 00 
Bt 3 0 0 CK, 3 0 0 Ct 3 0 0 A R3 (C -t n tl I P 

b >*;u (la-en i o 1 ©*^T) b, lan2 

00A£200B m<D \Z£T I P b > * )l 1 

0 1 £ il b , LAN 2 0 0 Bd: 2 0 0 CH©h7ty^ 
ti^:TI^^-r^ I P h>*H- (@3**BS) fcilb, LA 
N 2 0 0 Ct 2 0 0 Af B 1(Dh7t7^t) £ T I 

[ 0 0 3 1 ] :o)«t^j:IPh>^JH0 1«)K«H 

1 P h>^JUpa(OV^> (I P b >*;H* — A*) ±fc 

o£ 0 , I P h >*;u-*aco;u-^#];tte*3 0 0 A^te 
ao)ji/-^M^tf 3 o OBic^bt I Ph>*JU©S£^ 
cttdctofTfrn*. ^izn^^otc i p b 

{fc (Xtt/j :/-fc;u«¥B§0 liRSVPi:J:5»«lii«Kra 

(SI 9 <D 1 0 2 &M) &'$tSftW\ZT?Tt>tltlli&1'*<D 

(b) C*tJ:^l:fii3l*««)i-tf^L AN 2 0 0 
A. 2 0 0 Bit: I P h>^;^-A'2 0 3 T^^t§ 

[ 0 0 3 2 ] ft is, *mffimX~te. &2POLAN20 
0At20 OBIS. 200B<h200CPa1. 2 0 0 C <h 

2ooapji$, v p n t tnfni>H- 
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fflmv-t^n.*)^* &ffiV£i±'X?< >$>-*V b 1 00 

[ 0 0 3 3 ] ;U-^F^BRti, h7ty^«»fl)fci&l:, 
B2i:*ti«tLT*5. — i&tc, ;u-^HA^{|iJt 

[ 0 0 3 4 ] f CT, JU— T^-^fci^tCft 
10 uOillf^S^Oh^jl/ (RSVP) fc:«J;*«#?6 
.«<Z>i@fIfc*5^T. A^fc'JKte I P h >*JW* 
») <h l^»N.ffl<7>R S V P ffi A*I A y 7 7 3 0 1 t , 1 
i©lfRSVPl K-hKvVT 
3 0 2 W«Sn5. ffi^flJKH I p h>*;u& 

C^&K) W±OL + M1CDR S V Pffliil^A'7 7 7 3 
0 3 <h , IUi*^>3'-7x-7Si:ii<5*RSVP 
JH h^) ffi*^77 7 3 0 4*ifPB£S 

{b b, §a'77 7$lii§ i p h>*;n:f»t 

20 [ 0 0 3 5 ] Hie, A^ffl^a-feylt- 
3 0 5Rtf&aj*J-f >^-^x-X^Otb^^^n-tr^ 
-tr 3 0 6 iC^O^T, ^I^SSgUffl^D-fe -y 3 0 7 t , d 
ftfc*8%f S^ftJ-r — — * 3 0 8 7&*S£tt 6*lT^ 
f*Hf-^^-^ 3 0 8l:l4, ^i^^CD^**, & 
P7HI/X, Port (#- 

. te&fc&Ilftx — S. 13 2 + , 311 
(StcCO/^^ y h (IP t — $ ?7 A) 3 0 9 l: I P h > 
^JUr^cDJU— :?CQI PTH UX^F^SBidiStife I P'N 
30 y ^ 3 1 0 £tt£D (7J :/-fc;Mfc) Ufcy^y K^^t. 
[0036] ip h V^Mce&^tfl* 1 ? ft?* Si- 
te* S^fi^tCti, LAN±©*^h*^IWy^'> h!^ 

^rsv p#«?i«is:PiSi<o — ag©;w — ^fce3l««is« 

(£>^#£ii£] b, ^fc, I P I- >*JU±<BSi/3d « I 
P7FI/Z, 7*Dh3MD, ^^»«« 

^^^^^^^il^r^o i^;u-^f^R s v p d c 
40 f^r-^^-x3 o 8i;^^f a. v^-rn^oju-^ 

[ 0 0 3 7 ] HI 2 &r/ig 3 , l£l 4 bT, 

-^fCiSttS h^ty i7«W€:Sft^"r*<i:, T8B (1) 
- (5) cDcfc^fC&^o 

[0038] (1) m3(DZ.T y7*Sl. S 2 CO «t o 

b, ^mnwm-fu^ yv 3 0 7 *^ni:istts^^ 

50 *UI^^ IP7F1/X, ^nh 
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[ 0 0 3 9 ] (2) Ctlfcflf^WO^&ct&^WrtS 
<&ttJSW©». ^ & 3 0 7 tt/1^r y h 

mvmz> (H3oxf7^s 3) . 

[ 0 0 4 0 ] (3) A^^Dt ylr 3 0 5 \*ntry HE 

^^JfCiftB^-r^ <h, TiS(D(2>C0 <fc o fcfc*. 

4 K^T <fc 5 \Z . RSVP/B (ffi^^ftjfln A 10 
*Ay77 3 0 1 ^#l, # 2 . # 3 CO 3 fi > *RSV 
Pm {ft^ffiMntry hM) AijA777 3 0 2^1i 
& I P h >*;U<B^I$##«;Rtf#^&SiW«4B 
(Dttifi i : j : k : x T'$.l> <!: t^o 
OXtfJutyV 3 0 5 t±&##«ttfc:j£;i;fc*fl? f . 

h^lOlilt, J^tfjfcte, f . = m/ ( i + j + k + 
x) T^^n^>^^T'^^o (1U mfii, j, k, x 
(DMn^T&^o £ CO «fc -3 \Z L TR S V Pm A*)A y ~J 
7#1, #2, #3^7^i!XLr;Bt, *x 0 fcB "T # A 20 

v h&tefttltt* ^RSV P/BA?7/\**y 7 7 3 0 2 F*9 
(OA^ry ^L^CfdM^y h # & tl &£3x 0 til t" . 

[ 0 0 4 1 ] (4) ±EA*/ty77*^0/^7hlS[ 
aj*&£©&. A^7'nt7^ 3 0 5 H A^yh£2tJfc 
-r^ffilfr Ay 77^5 (H3(DXT7^S 5) . 

[ 0 0 4 2 ] (5) tOf, m^jAy 7 T\H<Ontr v V 

3 o 6 iCct-pT^oaib, * *y h ^-^iitm-r* (@ 

30Xf-;^S6tS7) . n-fe 3 0 6 T^tB 

*A->77rt©/^7 h&®0IUt»^li, X^zfaiz 30 
•;1f3 0 5 £lil*^Dty^ 3 0 6 t«*SA, A 77 A 
*y 7 r # l-#3Slil*^777# 1 - # 3 <h^^#X. 
S£ttT±fB (3) if^tiT^O, TSEO><2>© J; 5 \ZtL 
5. 

^4 (C^-Tct^tC, RSVPI (ffiigt^ftffl) ttS 
j3/\'777 3 0 3 ^#h #2, #3C03f@, #RSV 

pm (tt^mm^trvhrn) a^a'7 77 3 0 4^h 
wo, & i p b>*)i<D^mft^m&mt^&m&®m 

(Oittfi i :j :k:xTfe^>ch-r^o 

©tti^yD-fc:.y^3 0 6 tts-*««jttcrti;i;fcjiK f . 40 

T#ffl^A'7 7 7i:7^tXlt^3A7 7 7J;0/^7 

b£I&0mTo ^fcftfcfcfc. f . = m/ ( i + j + k + 
x) X'$t£tlZ>mmT$>Z> 0 HI, mte i , j, k> x 
cofan^Tfc^. CWJ:7f:lTRSVP^ai^A77 
#2, # 3 £T:7-trXL/zf$, HOttit^f^ 
^ y htffctttltf, ^RSVPffitli^A7 7 7 3 0 4 F*q 

[ 0 0 4 3 ] ^(C, 05tgl66#IlT, VPNCO^ 
&X^yi-;U«ffe£Ift^"rs. fttJi£C0$D< , RSVP 
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(I) ~ (V) coM^tCiO, *§5£L/t Bfl*T?©£j£# 
*£<0^i&£ pJiltC ITl^, ft*5, glSCOXr^yS 2 
8 \%m 6©^f7ys 2 9 fc»fc< o 

[ 0 0 4 4 ] (I) »#?*«SV PNttfflO^aft^Ejtf 
(EI50Af7yS 2 1) , RSVP (fflMM 
f»S?nh3^) tc J: 0 I P h >^;U^co^S§^:^^ 

yS23, S 2 4) □ 

[ 0 0 4 5 ] (II) S« pjffitf&nfrf, f W I P h >^ 
JUMiSKi^^^-^rt©^^?— — ^ (^2C03 
0 8»l) ^tilT. Sft BP5tcg#-f 

23, s 2 5) o «i«^^iffi-e*titf, ^Hfl^i&fc^aj 

T5 (05WXf7^S2 6, S24) . 

[ 0 0 4 6 ] (no m&fiMfc^&te. i p h >*)vm 
aa±©±;u— ^rto^j^x — ^ ^ — ^ (Ci^sft^s^it 
ft (bb#. ^ iSl/smft'J i p r K ux, 

2 6 , S 2 7 ) . 
[ 0 0 4 7 ] (IV) m^B^tftofc^, TIB©~©CO 

Mi^ix, ^^L^ein^^^^M^^^^-r^ (ei 

5 0Xf77 p S28-i6^)7 1 f77 J S31) . 

tfJJ^^ti^^^ti, ^co^ml^^^^^-r^ (EI5co 
Xf77"S2 8, S24) . 

©^ml^^^nTft^ h ^ t ^ (7^ya-Mh7 

— h ^ t *y ^ CO SS'J J: 0 (a) (b) <D$±m 

T'h7t7^i^J^I : f7 (i6(D7f77'S 2 9, S3 
0 ) . 

(a) ^^yi-W^ty^^RSVP^DhJ 

(b) 7^rya-J^h7t7^ i RSVPyahD^ 
[ 0 0 4 8] (V) fi^B^F^^^Ufeb, ^mVfrfc 

&&m<m<Dmm$:mT-rz> ime cox^^ys 3 2) . 

[ 0 0 4 9 ] 

$n«>;u-^ra(c I P h >*)U$:mf$.L. C CO I P h > 

0 m I P H >*)\'<Dfcm&i&$g(D z ?m$:ft O COT, f&CO 
h 7 h v 2 (D&m&i&rtZ C <h^T#, ft*COVPN£ 
0t)S$Uh7ty^W^5n5. Sfc, mxas 
f^l^o h n;Utc J:S««ffi#*«;U-*ra ( I P h > 

^;u) tcrff t^n^co t\ r y-~> 3 >m<Dmmm 
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[ 0 0 5 0 ] *$tm\z &n&, 1 p k >*;u±<e> 

& I P h V^JUtc^^Lfcfe^^^^OitTiiJO 

[0051] ^^BjtCctntf, 1 p h >^;i/±o 

eai*«*3£«t«T c <ta*T#s. 20 
SI. 
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